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Abstract 

This research explored the approaches to Open Banking adopted globally and draw lessons for the 

implementation of Open Banking in South Africa. The research is premised on the fact that despite the 

existence of potential benefits of Open Banking, South Africa is still lagging in terms of Open Banking 

implementation. The research largely relied on review of secondary information which include textbooks, 

journals, unpublished manuscripts, previous studies, legislations, and the Internet. Considering experiences 

in other jurisdictions, the research explored whether a market-led, or regulatory-led approach may be adopted 

in South Africa. The research also considered competition concerns raised by the entry of Bigtech firms in the 

financial services markets and how Bigtechs can be treated in the South African context.  

The research found that the key pillars that have a bearing on Open Banking implementation include the type 

of data involved, data ownership, payment for data, opening of APIs and data privacy and security. As such, 

for Open Banking implementation to be a success in South Africa regulatory guidance is needed on these 

aspects. International experiences show that there is no universal approach adopted in Open Banking with 

countries adopting either a market-led or regulatory led approach while others transition from market led to 

regulatory led regimes. In South, this research observes that due to the economic incentives of banks in a 

highly concentrated market, a regulatory led approach may be appropriate. Notwithstanding, this research 

notes that whichever approach is pursued in South Africa, i.e., whether a market-led, or regulatory-led 

approach, relevant regulators including the Information Regulator must provide direction on the main pillars 

of Open Banking. This research has also observed that while not yet an imminent threat, the Open Banking 

initiative may invite the entry of BigTech firms and not just Fintech start-ups into the financial system. Given 

potential systemic risks and potential competition concerns raised by the entry of Bigtechs, a pre-emptive 

approach must be adopted regarding the involvement of Bigtechs in the South African financial market. 
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1. INTRODUCTION   

1. Increased digitalisation has reshaped business interactions in various markets, with data 

acting as a catalyst for innovation and competition (Rachinger et al., 2018). Open Banking is 

premised on data access and leveraging of customer data to enable innovation and 

competition through, inter alia, risk profiling and customer targeting. Open Banking initiatives 

have increasingly gained traction globally with the technology-driven innovation in the financial 

services sector (Fintech) (OECD, 2018) and large technology companies (BigTech firms) 

using technologies to develop new services and business models (OECD, 2019a). These 

initiatives enable third-party providers (TPPs) to access customer banking and financial data 

(MRT, 2020). Notably, Open Banking is facilitated by Application Programming Interfaces 

(APIs), which provide real-time secure access to customer data. This is to bridge the gap 

between established databases and core systems by banks, and other financial institutions 

and third parties. In Open Banking, there are two distinct third parties i.e., Account Information 

Service Providers (AISPs)5 and Payment Initiation Service Providers (PISPs)6. 

2. The approach to Open Banking can either be market-led (i.e., voluntary) or regulatory-led, 

(i.e., mandatory). A detailed discussion of these approaches is presented in Section 2 below. 

What is important to note is that whether the approach is market-led or regulatory-led, some 

rules are required to guide contracting for data access between incumbent banks and third-

party firms. Also important to note is that whichever approach may be adopted, it is 

acknowledged that Open Banking promotes greater competition by enabling Fintechs to 

innovate and by forcing incumbents to also innovate. The benefits of Open Banking may also 

be realised by small businesses through quicker turnaround on loan applications and faster 

decisions based on accurate, personalised insights. Despite the existence of potential 

benefits, South Africa is still lagging in terms of Open Banking implementation.  

3. Lessons can be drawn from other countries that are already at the forefront of implementing 

Open Banking. Notably, Open Banking regimes differ across countries but generally 

encompass key elements such as implementation timelines, the range of product and service 

offerings, the type of data and the manner it must be shared, as well as the type of institutions 

and third parties involved. In some countries, the regulatory frameworks go beyond third-party 

 
5 AISPs are TPPs that are authorised to retrieve account data from banks and financial institutions with consent from 
the account holder.  
6 PISPs refer to TPPs that are authorized to initiate payments out of or into a user’s bank account using the bank’s own 
payment systems. 
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data access to include provisions on whether third parties can share and/or resell data onward 

to fourth parties. Another important dynamic is whether data can be utilised beyond the 

original consent of a consumer and whether financial institutions such as banks or third-party 

firms must be compensated for sharing data (Rao, 2021). 

4. While Open Banking benefits exist, South Africa is lagging as currently there has been no 

regulatory directive regarding the implementation of Open Banking. Wider access to financial 

data held by incumbent banks and other financial institutions can go a long way in promoting 

market entry and economic participation, as new entrants and SMEs can leverage this data 

and create new products in the market at a lower cost leading to more product diversity. This 

may also facilitate the switching of providers through expanded choices available to 

consumers (Plaitakis & Staschen, 2020). By reducing switching costs and promoting multi-

homing, it allows firms and consumers to simultaneously enjoy services and products offered 

by different providers, while stimulating competition between these providers and constraining 

the market power of incumbents.  

5. Some debates have already commenced between relevant stakeholders regarding Open 

Banking in South Africa such as on the Intergovernmental Fintech Working Group (IFWG) 

forum established in 2016.7 The IFWG, amongst others, consists of financial sector regulators 

(i.e., prudential and market conduct authorities), the competition authorities and industry 

players such as banks (FIC, 2019). However, there is still a vacuum in terms of guidance and 

rules that are required to move Open Banking forward. Contracting between traditional banks 

and Fintechs and other players, particularly for data access, is critical for the successful 

implementation of Open Banking. As with any other market, some guidance and rules are 

necessary to provide certainty for contracting parties to operate effectively. The nature of 

contracting depends on the Open Banking approach adopted by a country, i.e., whether the 

country adopts a market-led or regulatory-led approach.  

6. What seems to be prevalent in other countries is that whichever approach is adopted, 

regulatory guidance has been provided including recommended standards (i.e., published 

open API standards and technical specifications) (BIS, 2019). Thus, even if a market-led 

approach is adopted, there is a need for supervision on key pillars for Open Banking. 

Considering experiences in other countries, generally whether a market-led, or regulatory-led 

 
7 The overall objective of the IFWG is to foster fintech innovation while ensuring a continued efficient functioning of 
financial markets, financial stability, and protecting the rights and interests of customers and investors. 
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regime is adopted, guidance is provided around the following key pillars of Open Banking: 

type of data involved; ownership of data; payment for data; development of APIs, and; data 

privacy and security. 

7. This research follows a qualitative approach relying on review of secondary sources of 

information which include textbooks, journals, unpublished manuscripts, previous studies, 

legislations and the Internet. The paper is organised as follows: firstly, it highlights the 

approaches to Open Banking adopted in other jurisdictions. Secondly, it provides lessons that 

can be drawn from international jurisdictions on Open Banking approach that can be adopted 

in South Africa, considering the country’s unique economic context and regulatory framework. 

Thirdly, the research highlights the key pillars for the successful implementation of Open 

Banking. Fourthly, the research considers that the entry of Bigtech firms in the financial 

services markets has raised some competition concerns, with implications on data sharing 

going forward. In this regard, the research also evaluates how Bigtechs can be treated in the 

South African context. Lastly, the research provides conclusions summarising key 

observations.  
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2. APPROACHES TO OPEN BANKING IN INTERNATIONAL JURISDICTIONS 

8. Globally, there is no universal approach adopted in the governance of data access in Open 

Banking. In Mexico, for example, the 2018 Fintech law establishes data-sharing requirements 

across all financial sector entities, and forthcoming changes in the national payments system. 

This is to allow for third parties to initiate payments. India has gone one step further by building 

an open payments system under the National Payments Corporation of India (NPCI), called 

the Unified Payments Interface (UPI). The Indian government has further created a new type 

of institution for sharing customers’ financial data, called an Account Aggregator. Mexico’s 

new Fintech law is a good example of an effort to widen the data supply. It places a data-

sharing obligation upon banks, payment service providers, credit cooperatives, insurance 

providers, money remitters, and licensed Fintech firms (Chen & Faz, 2019). 

9. In Africa, most countries are yet to implement Open Banking regimes. However, financial 

sector regulators (including monetary authorities) have taken the lead in promoting and 

offering guidelines on the rolling out of these frameworks (Soar & Mwago, 2021). Few 

countries have enforced clear legislative rules for Open Banking and there are promising 

developments in some of these countries. For instance, Nigeria recently announced their own 

regulatory framework establishing principles for data sharing between banks and Fintechs. 

Their regulations, amongst other things, govern data access, technical and information 

security standards. However, arising concerns pertain to data protection, dispute 

management, liabilities, and implications on their services (Elliott, 2021). Rwanda has already 

modelled their Open Banking approach on the European Union’s Revised Payment Services 

Directive (PSD2) (Oluwole, 2021). It covers consumers and SMEs. The Rwandan regulatory 

framework also addresses the issue of data sharing and security to encourage innovation, 

efficiency, and new product development. 

10. Although a differentiation can be made between voluntary and mandatory Open Banking 

regimes, some degree of overlap may exist in practice. A voluntary regime implies that 

participation is optional, but its rules are usually mandatory once an entity has decided to join. 

The level of specification set by the government in voluntary regimes may vary from highly 

detailed frameworks (in Hong Kong and Singapore) and a specific licensing regime (for 

account aggregators in India) to high-level guiding principles (in Indonesia, Japan, and 

Malaysia). Some voluntary regimes are highly prescriptive and may as such border on being 

mandatory in their implementation. For example, although technically Hong Kong is a 
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voluntary regime, as its policy documentation articulates, when read in conjunction with other 

policy statements and levels of specification for the framework, it appears to be mandatory. 

Equally, some voluntary regimes are not highly prescriptive but de facto mandatory because 

of expectations set by the regulator (e.g., Japan) (Plaitakis & Staschen, 2020). The 

appropriateness of adopting a voluntary or mandatory approach across jurisdictions depends 

on the context of the market, particularly the market structure.   

11. Using a voluntary approach, there are no regulations on compulsory Open Banking regime, 

but countries are introducing voluntary data sharing frameworks in the financial services 

sector (especially banking). Countries may introduce a range of measures to promote and 

accelerate the uptake of data sharing frameworks in Open Banking, but without formal or 

compulsory Open Banking regimes. While a range of measures may be put in place to 

promote and accelerate the practice of data sharing frameworks in Open Banking, it is not 

mandatory for banks to publish their open API policies. However, under the mandatory 

approach, data exchange and sharing are regulated by pieces of legislation and transition 

from market-led to a regulated framework. Regulators introduce a range of measures to 

promote Open Banking and data sharing and set compulsory timelines for the implementation 

of these measures. A summary of approaches to Open Banking undertaken by international 

jurisdictions is presented in Table 1 below.  

Table 1: International Open Banking approaches  

Jurisdiction Approach  Type of framework Regulatory authorities Timelines 

1. Hong 

Kong  

Market-led  • Governance framework 

supervised by the 

monetary authority.  

• Collaborative and 

phased approach to 

implementing the API 

framework. 

• Transparency in data 

specifications  

 

Hong Kong Monetary 

Authority and a proposed 

Standards Body  

Implementation 

of Phase 1 and 2 

within 15 months 

after July 2018. 

Phase 3 and 4 

implementation 

process is 

ongoing.  

2. Singapore Market-led  • API standardisation  

• Recommendations on 

APIs for adoption by the 

monetary authority  

Monetary Authority of 

Singapore 

Phased 

approach 

beginning in 

2013 with no 
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specific due 

date for 

implementation. 

3. Japan Market-led  • API standardisation  

• Voluntary adoption of 

Open Banking principles 

facilitated by partnership 

between industry and 

the monetary authority.  

• Registration and 

authorisation process of 

third parties to access 

data. 

• Bilateral contracting 

between banks and 

third-party firms 

Financial Services Agency 2017 until to 

date.  

4. China Market-led  • Creation of a new 

FinTech Research Lab 

to develop an Open 

Banking framework 

No regulatory oversight 2019 until to 

date. 

5. India Market-led  • Governance framework 

with Open Banking 

guidelines supported by 

regulatory authorities.  

• Customer consent-

based sharing of 

financial information 

The Reserve Bank of India, 

National Payments Council of 

India, Account Aggregator 

and Reserve Bank 

Information Technology 

Private Limited 

2010 until to 

date. 

6. EU Regulated 

framework 

• Formal regulations for 

market players  

• Standardisation of data 

protection and portability 

rule across the EU 

• Rights-based approach 

to the control of personal 

data of EU citizens 

European Commission Data protection 

reform package 

starting in 2012 

and the process 

is still ongoing 

with new 

regulations 

being introduced 

7. UK Regulated 

framework 

• Mandatory development 

and use of APIs, as well 

as data sharing by the 

UK’s largest banks. 

• Mandatory provision of 

data access and 

Competition and Market 

Authority, Financial Conduct 

Authority, and Information 

Commissioner’s Office 

Compliance due 

date by banks 

extended to the 

end of 2021 
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publication of specific 

financial information by 

the UK’s largest banks 

8. Australia Regulated 

framework  

• Mandatory 

implementation of open 

APIs  

• API implementation 

supervised under a 

multi-regulator model 

consisting of three 

bodies with defined 

mandates. 

• Sectoral data policy 

initiative with prospects 

to be rolled-out to other 

sectors in the future 

The Australian Competition 

and Consumer Commission, 

the Office of the Australian 

Information Commissioner, 

and a new Data Standards 

Body 

Implementation 

of Consumer 

Data Right in the 

financial sector 

completed in 

2020 

9. Nigeria Regulated 

framework  

• Development of a 

common banking 

industry API standard 

• Regulatory framework 

focusing on financial 

inclusion.  

• Risk-based approach to 

data access  

Central Bank of Nigeria Within 12 

months from 

February 2021  

10. Bahrain Regulated 

framework 

• Consumer consent-

based approach  

• Customized Open 

Banking framework for 

Bahrain 

• Flexible regulatory 

framework to be 

updated as and when 

required 

Central Bank of Bahrain 6-month 

compliance 

period by 

traditional banks 

(28 October 

2020 to 30 April 

2021) 

11. Rwanda Regulated 

framework 

• Open Banking regime 

modelled based on the 

European Union’s 

regulatory framework. 

• Customer consent-

based sharing of 

financial information 

 National Bank of Rwanda  Implementation 

of technical 

standards by 

2024 
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12. US Market-led 

approach with 

prospects of 

transition to a 

regulated 

framework 

• Voluntary development 

of API-related data 

sharing agreements  

• Adoption of common 

standards for Open 

Banking. 

• Standardisation of state 

and federal banking 

regulations 

 

 

Consumer Financial 

Protection Bureau and the 

US Treasury 

No specific 

timelines 

Source: Authors’ own compilation based on various sources 

2.1  Open Banking regime for South Africa: market-led or regulatory-led?  

12. Several Fintechs are already operational alongside traditional incumbent banks. Telcos have 

also been playing an important role in reaching a limited range of financial services to the 

unbanked population in South Arica. This is also true in the African continent where telcos 

such as M-Shwari, M-Pesa, Tala are providing consumers with some benefits which are 

associated with Open Banking (Basu et al., 2020). Despite the existence of the highlighted 

market developments, there has been no regulatory directive regarding the implementation of 

Open Banking or data sharing in the financial sector in South Africa. The onset of Open 

Banking in South Africa and the need for access to data as a catalyst for innovation and 

competitiveness require a more proactive approach to ensure that markets remain competitive 

and eliminate barriers to entry and expansion, particularly by Fintechs and start-ups. 

Regulatory authorities have also not pronounced whether Open Banking will be voluntary or 

mandatory. Therefore, a critical question to debate is whether South Africa should adopt a 

voluntary or mandatory approach to Open Banking.  

13. A review of literature on the approaches to Open Banking, shows that there is a mix of models 

that have been adopted by different countries depending on the dynamics of the market. 

Furthermore, Open Banking initiatives have been successfully implemented in jurisdictions 

that have followed a regulatory-led approach such as in Australia and the United Kingdom 

(UK). This success has also been witnessed in jurisdictions that followed voluntary regimes 

such as Hong Kong and Japan. However, what is apparent is that whatever approach is 

adopted, guidance by relevant regulators is essential (Plaitakis & Staschen, 2020). What 

informs the decision on the sort of guidance to provide is partly whether a market-led approach 

is leading to actual sharing of data and whether there is an incentive to share data rather than 
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engaging in exclusionary conduct. Incumbent banks are the infrastructure providers that 

create and manage the marketplace in Open Banking. However, considering the incentives 

at play, exclusionary conduct such as refusal to supply may occur in an Open Banking 

environment where a dominant firm can exclude its competitors from accessing valuable data, 

and thus deprive them of a source of product and/or service innovation in the market (OECD, 

2020). 

14. International experiences on the suitable approach to Open Banking indicate that the adoption 

of market-led approach may not achieve the desired results largely because the approach 

may potentially be susceptible to abuse by firms that possess market power. Preliminary 

evidence shows that a market-led approach may not be in the interest of traditional banks and 

therefore unlikely to succeed in South Africa. This is corroborated by a survey conducted by 

the Financial Sector Conduct Authority (FSCA) suggests that Fintechs are likely to be the big 

winners of open finance in South Africa (FSCA, 2020). This may provide little incentives for 

incumbent financial institutions to provide open consumer data access to Fintech firms and 

other start-ups that seek to compete with them for either the customers, or certain financial 

services provided to the customer. There is also evidence that banks share APIs with Fintechs 

and other players that collaborate rather than compete with them as it is more likely that banks 

agree to complementary as opposed to competing offerings (Goga, 2020). Therefore, even if 

South Africa starts with a market-led approach, it is likely to gravitate towards a more 

mandatory approach. Given these observations, a regulatory-led approach may be 

appropriate for South Africa based on the following: 

80.1 The banking sector is highly concentrated with only five major banks and if left to 

the market, it is likely that the pace of Open Banking will be slow; 

80.2 The self-interest motive or economic incentives of banks in a highly concentrated 

market may lead to further delays and decisions on the API specifications would 

naturally consider their financial incentives; 

80.3 The role of data is important to drive innovation and therefore banks may feel short-

changed by promoting “competitors” or potential competition; and 

80.4 There may be some reluctance among many consumers to share their data 

especially if the initiative is driven by banks themselves. 

15. A regulatory approach will also assist incumbent banks to further innovate which may lead to 

consumer benefits. It also limits the artificial “hold-up” placed by incumbent banks.   
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3. KEY PILLARS OF OPEN BANKING REGIME AND TREATMENT OF BIGTECHS  

3.1. What data is involved? 

16. One of the key pillars in the implementation of Open Banking is what type of data can be 

shared and which parties can get access to the data. In Open Banking, contracting generally 

takes place between traditional banks and Fintechs and other players. The types of data that 

the traditional banks and other financial institutions typically keep broadly consist of customer 

data, transaction data, and value-added customer data. Customer data encompass 

information provided directly to the bank, such as employment information and tax filings. 

Transaction data includes records of payments, withdrawals and other account activities and 

value-added customer data is the data generated by banks and financial institutions to gain 

specific insights on a consumer, such as credit scores (FDTANA, 2019). We present in the 

appendix section more detail on different types of data. 

17. What is important in Open Banking is that Fintechs and other players need to combine 

consumer data (i.e., transactional information including banking transactions and payments) 

with other types of data to innovate products and services. Therefore, customer data derived 

from transactional interactions is critical in the implementation of Open Banking.   

3.1.1. Data sharing in other countries 

18. We observe from experiences in other countries that access to consumer data is central to 

the implementation of Open Banking with slight variations across jurisdictions. For example, 

in Australia, consumer data that can be shared include savings and credit card data, mortgage 

data, personal loan information, and joint bank account data (AT, 2020). A noteworthy 

variation is observed in India where the perimeter of data subjects is broader than in most 

other jurisdictions. The Indian approach extends this to also include SMEs, who can 

participate in the payments and data layers of the stack and gain access to improved financial 

services and access to funding (IMF, 2021). 

19. In Nigeria, data is categorised according to risk and access is not open to all participants. 

Under a regulatory framework for Open Banking, there is certain data that may be exchanged 

and not every participant has access to all the categories of information made available. There 

are four access levels by data and service category and applicable Risk Management (“RM”) 

Maturity Levels. These are (i) Product Information and Service Touchpoints (ii) Market Insight 

Transactions (iii) Personal Information and Financial Transaction and (iv) Profile, Analytics 
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and Scoring Transaction. The first and second information categories are considered low and 

moderately risk and are accessible by participants. The Personal Information and Financial 

Transaction category is considered high risk information and cannot be accessed by 

participants without regulatory license. The Profile, Analytics and Scoring Transaction 

category of information is considered high risk and sensitive and can only be accessed by 

licensed payments service providers and other financial institutions (Banwo & Ighodalo, 

2021). 

20. The CMA has been explicit about data to be shared in Open Banking in the UK. This followed 

its market investigation into the retail banking sector, where it ordered the largest banks to 

make data available through open APIs including prices, charges, terms, and conditions 

together with customer eligibility criteria in the case of loans, for all personal current account 

and business current account products and all SME lending products. Banks were also 

compelled to share reference data such as branch and ATM location, branch opening hours 

as well as data on service quality indicators (i.e., customer recommendation scores) as 

specified by the CMA (CMA, 2016). 

21. Lessons from jurisdictions such as Australia and Hong Kong also provide insights with regards 

to what type of data should be covered at a minimum in Open Banking implementation. This 

primarily comprises of data on product and services, transactions, and account information. 

Notably, Hong Kong’s Open Banking framework comprehensively dealt with the format or way 

each type of data can be shared or accessed. Data sharing on products and services was to 

be “read-only” information offered by banks on details of their products and service offerings, 

while the sharing of transactional and account information would involve the retrieval and 

alteration (where applicable) of account information of authenticated customers for stand-

alone or aggregated views (HKMA, 2018; AT, 2019). 

3.1.2. Way forward on data sharing in South Africa   

22. In South Africa, Fintechs and other start-ups that collaborate with traditional banks already 

have access to customer data. The experiences of Fintechs and other start-ups in terms of 

the type of data they require is important for regulators to come up with guidance on what 

data can be shared. This will eventually filter down to which players can be given access to 

which type of customer data. The Nigerian experience is interesting for South Africa as it 

considers riskiness of the data types and the type of data that can be shared with the different 

participants in Open Banking (Banwo-Ighodalo, 2021). What is apparent is that the 
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experiences of Fintechs and other start-ups in the selective data access that is currently taking 

place, is key to the formulation of guidance on the types of customer data that can be shared 

with different participants. 

23. Owing to the increased sensitivity of data some countries have also adopted a phased 

approach where data is shared gradually depending on the risks involved with each category 

of data. From international experiences, it is also clear that data sharing in Open Banking has 

generally commenced with less sensitive information such as information on products and 

services provided by banks and ending with classified consumer information on transactions 

and payments (HKMA, 2018). This approach can be a consideration for South Africa. 

3.2. Who owns the data? 

24. The decision on who owns customer data is critical in formulating direction on data access in 

Open Banking. There are distinct stakeholder interests with respect to customer data given 

its implications for competition and innovation; including data domains which are personal, 

private, and public. These data domains are detailed in the appendix. While the domains of 

the data provide some insights into the different stakeholder interests in the data, it does not 

determine who owns the data. It is generally purported that data collected about an individual 

belongs to the individual and the individual should be able to determine how this data is used 

and who can use it (Leong, 2020). 

25. Banks and financial institutions have traditionally been the primary holders of consumer 

financial data and access to this data has consequently been controlled by these banks and 

subject to substantial regulatory oversight (FDTANA, 2019). The control of customer data by 

traditional banks and vested interest imply that the question of data ownership should be 

resolved to determine how customer data can be shared in Open Banking. 

3.2.1. Data ownership in other countries 

26. There seems to be some convergence that consumer data collected and processed by banks 

and financial institutions is owned by the consumer. Legislations on data privacy and security 

in several countries reviewed in this research other than the Asia-Pacific region, consumer 

protection is central. Examples of countries with such an approach include the EU through the 

GDPR 8,  India through the fiduciary, a financial data aggregator (IMF, 2021), Singapore 

 
8See: https://gdpr.eu/what-is-gdpr/ . 

https://gdpr.eu/what-is-gdpr/
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through personal data protection legislation and Personal Data Protection Amendments 

(PDPA) (Magrath, 2021), Australia through the Consumer Data Right (CDR) 9 and in Nigeria 

through the Nigerian Data Protection Regulations (“NDPR”)10. Placing customers at the centre 

of Legislations on data privacy and security and emphasis on customer consent seem to 

suggest that customer data collected and processed by banks and financial institutions is 

owned by the consumer.  

27. In Australia, consumers are effectively custodians of their financial data as they are in control 

of how and when they share their data. Since 2020, Australian bank customers could permit 

accredited third parties to access their financial data. As such, consumers are empowered 

through the CDR to use their data for their own benefit.11 In the EU, the question of who owns 

the data has also emerged in the context of the GDPR. While the GDPR does not provide 

clarity on data ownership, it provides consumers with control and easier access to their 

personal data (Anant et al., 2020). 

3.2.2. Way forward on data ownership in South Africa 

28. In South Africa, the provisions of the Protection of Personal Information (PoPI) Act12 do not 

explicitly address the issue of data ownership, but they encompass a broader framework 

governing the rights of a data subject. A data subject refers to the person (i.e., consumer) to 

whom the personal data relates. However, the specific provisions of PoPI Act which appear 

to confer data subjects with some degree of control over personal data state that personal 

information can only be processed, inter alia, subject to a valid consent by the data subject. 

Data subjects are also empowered to object to the processing of their personal information or 

withdraw their consent contingent on reasonable grounds. The Act also includes provisions 

for data subjects to establish institutions that possess their personal data and the right to 

access this data, as well as to request for destruction of their personal information held by a 

data holder where reasonable.13  

29. While the provisions of the PoPI Act do not explicitly address the issue of data ownership, it 

was anticipated that the decision in a case deliberated by the South Gauteng High Court in 

 
9 See: https://www.ausbanking.org.au/priorities/open-banking/ . 
10 See: https://ndpr.nitda.gov.ng/Content/Doc/NigeriaDataProtectionRegulation.pdf . 
11See: https://www.ausbanking.org.au/open-banking-data-flows-from-today/ . 
12 See: 
https://www.gov.za/sites/default/files/gcis_document/201409/370672611act4of2013protectionofpersonalinforcorrect.p
df  
13 See: section 5 (a-d) and section 11 (1)(a), section 11 (2)(b) and section 11 (3)(a) of PoPI Act.  

https://www.ausbanking.org.au/priorities/open-banking/
https://ndpr.nitda.gov.ng/Content/Doc/NigeriaDataProtectionRegulation.pdf
https://www.ausbanking.org.au/open-banking-data-flows-from-today/
https://www.gov.za/sites/default/files/gcis_document/201409/370672611act4of2013protectionofpersonalinforcorrect.pdf
https://www.gov.za/sites/default/files/gcis_document/201409/370672611act4of2013protectionofpersonalinforcorrect.pdf
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the insurance industry, wherein Discovery (Ltd) (“Discovery”) contended that the Liberty 

Group Ltd (“Liberty”) had “made unlawful and unfair use of the Vitality programme, its 

reputation and the “back-office” that it entails”14, would have provided much needed clarity on 

the balancing between consumers’ rights and copyright laws in South Africa (Goga, 2020). In 

May 2019, Liberty introduced a feature to its Liberty Lifestyle Protector Plan (which is a life 

insurance product) called the “Wellness Bonus”, wherein customers could elect to disclose to 

Liberty whether they had an existing membership in an external wellness programme, in order 

to qualify for a rebate on a portion of their premiums depending on their status on the external 

wellness programme. In its decision, the Court found that Liberty’s conduct was not wrongful, 

because members of the public had paid for their Vitality membership and status and are, 

therefore, entitled to use this for whatever lawful reason they wish. Furthermore, the Court 

ruled that it was in the interest of consumers and competition in the insurance industry that 

Vitality members are able to exercise their choice in how they wish to use their Vitality status. 

15 

30. While the PoPI Act and the Liberty decision seem to suggest that there is consumer ownership 

of data, there is still some ambiguity. The Liberty decision creates uncertainty in instances 

such as Open Banking where the consumer may not have paid for their data to be processed 

and insights generated.  This uncertainty may incentivise the incumbents to take advantage 

of the status quo to exclude Fintechs and other start-ups from accessing consumer data. For 

Open banking to move forward, some guidance is required in this regard, or determination 

must be made by the Information Regulator to provide certainty on data ownership in the 

market.  

3.3. Payment for data? 

31. In formulating guidance on Open Banking, one of the key issues to consider is whether 

Fintechs and other smaller players will pay financial institutions such as banks or third-party 

firms to get access to customer data. Even though data may be owned by the consumer, 

sometimes financial institutions incur costs to process and store the data. Payment for data 

access is meant to level the playing field between data holders and third-party firms by 

compensating for processing and storing of consumer data. The argument is that if 

 
14 See: Discovery Ltd and Others v Liberty Group Ltd (21362/2019) [2020] ZAGPJHC 67; [2020] 2 All SA 819 (GJ); 
2020 (4) SA 160 (GJ) (15 April 2020) 
15 See: Discovery Ltd and Others v Liberty Group Ltd (21362/2019) [2020] ZAGPJHC 67; [2020] 2 All SA 819 (GJ); 
2020 (4) SA 160 (GJ) (15 April 2020) 
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compensation for data processing is not allowed, it disincentivises the processing and storing 

of data. Furthermore, when data sharing involves data that required significant investments to 

obtain or transform, free access to such data may have negative implications of discouraging 

investments and adversely affecting the development of a market. In some markets, these 

investments generally occur when raw data is collected to derive value from it. For instance, 

market players may expend significant resources to add value and store a dataset (OECD, 

2021).  

32. However, there may be risks concomitant with the sale of customer data if payment is allowed. 

The risks include exploitative conduct such as excessive pricing and constructive refusal to 

supply. Consumer data may be sold by incumbents at excessive prices or on unfavourable 

commercial terms (EC, 2020). The resultant effect is that instead of achieving access as 

envisaged with Open Banking objectives, the sale of data may create barriers to data access 

thereby inhibiting innovation and competition. Direction is therefore required regarding 

compensation to banks or third-party firms for processing and storing consumer data. 

3.3.1. Payment for data in other jurisdictions  

33. Some jurisdictions have approached the issue of compensation for processing and storing of 

consumer data differently. Notably, data holders incur costs in processing and storing 

consumer data. Competition agencies such as the European Commission have taken a strong 

stance on the sale of data, allowing banks to receive compensation only amounting to a 

maximum of the efficient costs incurred to arrange access for other third-parties or competitors 

(NACM, 2017). Australia adopted a staged approach to the sale of consumer data. During the 

first phase of the initial Open Banking implementation, data was transferred at no charge, at 

the consumer’s direction. However, with the adoption of the Consumer Data Right (CDR) 

system in May 2018, there was flexibility to provide for charging for access to data. This was 

required in relation to access to value-added data or in instances where making data available 

for free would disincentivize the collection and storage of such data in the market (AT, 2019). 

34. In India, responsibility is placed on the fiduciary, a financial data aggregator, to manage the 

subject’s data and rights and seek consent for data processing. The fiduciary is allowed to 

charge fees to offer the service (Rao, 2021).16 

 

 
16 See also: https://www.rbi.org.in/Scripts/bs_viewcontent.aspx?Id=3142 . 

https://www.rbi.org.in/Scripts/bs_viewcontent.aspx?Id=3142
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3.3.2. Way forward on payment for data in South Africa 

35. In South Africa, like other jurisdictions, incumbent banks possess hordes of consumer data 

relative to Fintechs and other third-party players. Customer data is processed by the 

incumbent banks through the deployment of technology. The PoPI Act does not preclude data 

holders from levying a fee when data subjects request access to their data. Data holders can 

therefore charge a fee for services provided when responding to a data request from the data 

subject.17 The current status quo in South Africa may provide incentives for exploitative 

conduct such as excessive pricing and constructive refusal to supply. For instance, when 

banks were allowed to charge fees in order for third parties to access data in South Africa, 

they provided consumer data required for credit checks in a pdf format at R30-R40 per 

consumer.18  

36. Given the need to compensate financial institutions to incentivise processing and storing of 

consumer data and associated risk of potential exploitative abuse, guidance is required on 

whether financial institutions can charge fees for data access and what type of data can attract 

a fee when shared as well as the permissible magnitude of compensation. This is key in an 

Open Banking environment to ensure that compensation for consumer data does not create 

a barrier for access to data and restrict competition. At most, compensation must be equal to 

the costs incurred for sharing data.  

3.4. Open APIs or not? 

37. Open Banking is facilitated by Application Programming Interfaces (APIs), which provide real-

time secure access to customer data. Whilst screen scraping technology provides a substitute 

for the lack of APIs, this is less desirable as it cannot scrape a lot of the customer information 

and is a more expensive or less efficient means of acquiring data (Goga, 2020). The facilitation 

of Open Banking using APIs implies that the large traditional banks are the infrastructure-

providers that create and manage the marketplace in Open Banking. Therefore, API 

specification is one of the key pillars that require guidance in the implementation of Open 

Banking. Guidance may be required on interoperability of APIs, API standardisation and 

specifically on whether to open APIs or not. This is because lack of interoperability may be 

 
17 Section 23 (1)(b) read with section 23 (3)(a-b) of PoPI Act. 
18 IFWG Working Group Discussions 
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used by incumbents as an artificial barrier to prevent new market entrants and with a clear 

tactic to monopolise a market (EP, 2015). 

3.4.1. Development of APIs internationally  

38. A review of international experiences on API specifications shows that countries have adopted 

diverse approaches in the development and implementation of API standards. The European 

Commission’s PSD2 Regulation requires banks to develop APIs that meet the following 

minimum standards: (i) allow account information services providers (AISPs) and payment 

initiation services providers (PISPs) to identify themselves to the bank; (ii) permit AISPs and 

PISPs to communicate securely to request and receive accounts and payments information; 

and (iii) allow PISPs to initiate payment orders from customer’s payment accounts as well as 

receive all information on the initiation and execution of the payment transactions (Lexology, 

2020). PSD2 mandates that banks share extensive user financial data with Fintechs, who are 

not required to reciprocate by sharing their user data with the banks. 

39. In the UK, APIs are standardised for the largest banks. The CMA require the use of open API 

standards and data sharing by requiring that the largest banks in the UK, namely, RBSG, 

LBG, Barclays, HSBCG, Nationwide, Santander, Danske, BoI and AIBG to adopt and maintain 

similar API standards. This was meant to enable the standardisation and ease of data sharing 

with third-party service providers including price comparison websites (PCWs), account 

information service providers (AISPs) and payment initiation service providers (PISPs). 

Important to note is that only institutions accredited by the Financial Conduct Authority (FCA) 

were eligible to be provided with access to open APIs. Further, customers are required to opt-

in to share data (PWC, 2018). 

40. The Hong Kong Monetary Authority (HKMA) adopted a collaborative and phased approach to 

implementing the API framework. The framework was designed to provide guidance in the 

market and ensure flexibility, rather than prescribing how banks should implement it. The 

scope of the API framework consists of, inter alia, the deployment timeframe; technical 

standards on architecture, security, and data; governance model; facilitation measures; and 

ongoing development (HKMA, 2018).  

41. The Japanese FSA also obliged banks to publish their open API policies and encouraged 

them to contract with at least one TPP by 2020 (OECD, 2019a). The deadline for 

implementation of APIs was initially set for 31 May 2020. However, progress has been rather 



18 
 

sluggish owing to an incident where customer money was stolen from bank accounts which 

were breached in September 2020 (Clifford Chance, 2021). 

42. In India, the government played an active role in the development and implementation of APIs. 

These include the introduction of the IndiaStack19 20 which developed a set of APIs (Aadhaar, 

eKYC, Digilocker and eSign), the launch of the Unified Payments Interface (UPI) and the 

issuing of prescribed Account Aggregator (AA) guidelines on acceptable activities and API 

specifications (IMF, 2021). 

43. In Australia, implementation of open APIs is mandatory. API implementation supervised under 

a multi-regulator model consisting of three bodies, namely, the Australian Competition and 

Consumer Commission (ACCC), the Office of the Australian Information Commissioner 

(OAIC), and a new Data Standards Body, with defined mandates. The Consumer Data Right 

(CDR) governing Open Banking is the first Open Banking legislation to introduce the concept 

of reciprocity in data sharing. The reciprocity implies that those who wish to become 

accredited and receive designated data at a consumer’s request, must be willing to share 

equivalent data, in response to a consumer’s request (AT, 2019). 

44. Nigeria issued a regulatory framework for Open Banking in February 2021 that makes 

provisions on API access requirements and principles for API specifications. The Risk 

Management (“RM”) Maturity Level of participants determines API services that may be 

implemented by and used by participants. The RM Maturity Level ranging from tier 0 to 3 and 

participants categories. The CBN commits to regulate the development of a common banking 

industry API standard with technical design standard, data standard, information security 

standard and operational rules. The CBN is required to develop Common Banking Industry 

API Standards within twelve (12) months of the issuance of the Framework and maintain an 

Open Banking Registry (Banwo & Ighodalo, 2021). 

3.4.2. Way forward on APIs in South Africa 

45. In South Africa, banks are already creating APIs for Fintechs that collaborate with them 

implying limited and exclusionary access. While most banks provide API-based access to 

data, there are no agreed standards and access is limited to certain Fintechs that banks are 

prepared to provide access to. To provide many standard offerings, Fintechs must negotiate 

 
19 A set of APIs that allows governments, businesses, start-ups and developers to utilize a unique digital Infrastructure 
to solve India’s hard problems towards presence-less, paperless, and cashless service delivery.  
20See: Indiastack.org. 20 February 2017 
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across different banks separately and if some banks do not agree, it creates coverage gaps 

in the offering provided. In addition, it is more likely that banks agree to complementary as 

opposed to competing offerings (Goga, 2020). 

46. Another competition concern is that incumbent banks may manipulate the functionality of their 

systems in order to limit third-party users from retrieving their data from the platform and use 

it on another. Such conduct may lead to dominant firms possessing exclusive control over 

valuable data which cannot be replicated. A highly concentrated banking sector in South Africa 

implies that large traditional banks have incentives to selectively determine what data to share 

or not to share with third-party payment providers. Therefore, a decision must be made on 

whether there must be standardisation of APIs or to maintain the existing status quo of 

selective API provision. Lessons from other jurisdictions show that there are some countries 

such as Singapore with no specific data sharing or Open Banking legislation, but provide a 

guideline for Open Banking APIs, which are defined via a publicly available infrastructure 

(BBVA, 2020).  

47. Since APIs are already in existence, the focus at this stage may be to ensure wider access 

and not necessarily standardised access. Further, to ensure that certain APIs are available at 

a minimum. Either way, guidance is still required on interoperability of APIs and on whether 

to implement open APIs or not.  

3.5. How is data privacy and security addressed in Open Banking? 

48. A key feature of Open Banking is that a lot of data, particularly customer data, is consent 

driven. While customers may give consent, data privacy and security considerations may pose 

difficulties to compel dominant players such as the larger banks to provide data access to 

SMEs and start-ups. The concerns that have emerged in the context of Open Banking relate 

to incumbent banks refusing third-party access to data on grounds of data security, although 

some refusals may relate more to limiting competition from third parties (OECD, 2021). 

Therefore, given the role of data as a source of market power, how data privacy and security 

are addressed has a significant bearing on the successful implementation of Open Banking.  

3.5.1. International data privacy and security measures 

49. Many countries have enacted legislations to ensure data privacy and security in the 

implementation of Open Banking. In enacting data privacy and security legislations, some 
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countries ensured that these legislations would not hinder access to customer data required 

by third-party players to compete in the market. Notably, there are diverse positions 

internationally about consumer data ownership and, as a result, the concomitant regulations 

that would apply to consumer data in terms of openness and privacy. For instance, in Europe, 

consumers have strong data protections and rights to the data access, whereas in the United 

States data protection is not a fundamental right and laws and regulations in respect of data 

focus more on preventing physical and economic harm. Countries in the Asia-Pacific region 

do not have a strong focus on consumers’ data rights and are concerned more with weighing 

up economic development and financial inclusion considerations (WEF, 2018).  

50. The EU has taken a rights-based approach to individuals’ control of personal data through the 

adoption of the General Data Protection Regulation (GDPR). The GDPR imposes obligations 

on the data controller and processor to ensure that the rights of the data subject are respected 

when data is transferred for analysis and value extraction.21 In practice, the approach has 

involved data controllers issuing GDPR-compliant checklists for data subjects to complete in 

order to gain access to services (IMF, 2021). There is a single set of rules on data protection 

adopted amongst EU countries. The right to data portability is aimed at fostering competition 

in the market where consumers will have easier access to their data and be able to transfer it 

from one service provider to another more effortlessly (EC, 2012). 

51. In India, responsibility is placed on the fiduciary, a financial data aggregator, to manage the 

subject’s data and rights and seek consent for data processing. The fiduciary may not access 

or store the data being shared but will be allowed to charge fees to offer the service. This limit 

on access to the subject’s data by the fiduciary marks a unique approach than in other 

jurisdictions, where aggregators offer their services in exchange for access to the data that 

can be used to offer other financial services. The fiduciary also acts as a consent manager as 

it can authenticate the data subject using their digital ID to verify their information (IMF, 2021).  

52.  Singapore has personal data protection legislation which was amended. For instance, the 

amendments were passed by Parliament in November 2020 and began to take effect in 

phases beginning on 1 February 2021. These amendments enhance consumer protection 

and strengthen accountability of organizations. Key changes include (i) new mandatory data 

breach notification (ii) penalties for new offenses should personal data be mishandled (iii) 

 
21See: https://gdpr.eu/what-is-gdpr/  

https://gdpr.eu/what-is-gdpr/
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increased financial penalty cap for breaches, and (iv) additional rules on telemarketing and 

spam control (Magrath, 2021). 

53. In Australia, data privacy and security are governed by the Consumer Data Right (CDR), 

aimed at providing consumers with the right to securely access certain data about them held 

by financial institutions including banks. The CDR also permits consumers to share their data 

with whichever authorised third parties they may choose. All customers (individuals; or small, 

medium, or large businesses) will be entitled to exercise the right concerning the classes of 

data covered by the CDR. The CDR is a sectoral policy initiative as it will initially apply to the 

financial sector (i.e., banks) and then later rolled-out to other sectors including energy and 

telecommunications, with the possibility of being applied to any sector in the future (AT, 2019). 

54. In Nigeria, compliance with data privacy laws and regulations including the Nigerian Data 

Protection Regulations (“NDPR”) requires institutions to obtain consent of the end-user on 

each action that may be performed on the account of the end user as specified by the provider. 

There are also additional requirements imposed by the framework. Notably, the requirement 

that agreements presented to the customer by the participant should be simple, explicit and 

in the customer’s preferred language and form including written, electronic, video or audio. A 

copy of the customer’s consent should moreover be made available to the consumer and 

preserved by the participant. The provisions of the framework also require that the consent of 

the customer be re-validated annually and where the customer has not used the service of 

the provider for a maximum of 180 days (Banwo & Ighodalo, 2021). 

3.5.2. Way forward on data privacy and security in South Africa  

55. In South Africa, like other jurisdictions, there are existing legislations to ensure data privacy 

and security. The Constitution of 1996 (Constitution) is the overarching legal framework 

governing data privacy in South Africa. Section 14 of the Constitution makes provisions for 

the right to privacy for every South Africa citizen, “which includes the right not to have- (a) 

their person or home searched; (b) their property searched; (c) their possessions seized; or 

(d) the privacy of their communications infringed”.22 

56. However, the PoPI Act is the primary data protection legislation in South Africa. The Act 

obliges organisations to apply specific data protection principles and conditions when 

processing, storing, and disposing of personal information. PoPI Act also places a legal duty 

 
22 See: https://www.justice.gov.za/legislation/constitution/saconstitution-web-eng.pdf  

https://www.justice.gov.za/legislation/constitution/saconstitution-web-eng.pdf
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on all data holders to deal with customer information with far more diligence than ever before. 

This has in effect intensified the need to reduce the risk of personal information being 

compromised, misused, and stolen. Data security measures put forward by PoPI are also 

intended to prevent unauthorised access to and processing of restricted personal information. 

57. Notwithstanding the presence of general data privacy and security legislation, targeted 

legislation on data privacy and security is non-existent in the context of Open Banking. It is 

also imperative to provide guidance on how data privacy and security will be enhanced in 

without compromising on data access required for successful implementation of Open 

Banking. Further, lessons can be drawn from other jurisdictions where data protection and 

security is the responsibility of all the participants in the Open Banking ecosystem.  

3.6. Treatment of Big Techs  

58. A fundamental aspect of Open Banking regulations and initiatives is to enable, but also control 

by way of regulatory oversight, the disruption of the business models currently employed in 

banking. This disruption is intended to facilitate open innovation platforms, the like of which 

has been witnessed across multiple industries. The platform business model is the mainstay 

of BigTech firms. As such, this model has enabled these firms to capture dominant positions 

in the markets they have disrupted by leveraging their core offering as multi-sided platforms. 

This core offering allows these firms to exploit network effects and scale and scope 

economies, which allows for the tipping of markets in their favour. 

59. The banking sector already resembles the platform business models of today, with services 

and products bundled on top of a current account platform to create scale and scope 

economies. As with modern platform markets, the unbundled entrants, or Fintechs, seeking 

to compete for the provision of banking products and services on top of the current account 

platform, may find it difficult to compete with incumbent banks that have the benefit of 

operating and controlling access to the current account platform. Further barriers are erected, 

particularly in erecting a competing platform ecosystem to the current account platform, by 

the regulatory context of the banking and financial industry that are meant to ensure the 

resilience of sector. 

60. Open Banking initiatives seeking to encourage disruptive innovation in the banking sector may 

facilitate the entry of Fintechs providing a rich product and service diversity and expanding 

the banked population. These initiatives will also facilitate the entry of BigTech firms that are 
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particularly suited to disrupting markets using a platform business model into the banking 

industry, an industry that is particularly suited to the use of platform business models. There 

are indications that BigTech firms are already entering banking-related product and service 

markets and are also developing larger ambitions of disruption at the platform level of banking, 

as demonstrated in the Figure 1 below. 

Figure 1: Entry of BigTech firms into banking-related product and service markets 

 

Source: (Jones & Ozcan, 2021) 

 

61. Most of the activity of the BigTech firms in the banking sector has centred around payments, 

as it is less heavily regulated compared to other banking and finance-related activities. 

Furthermore, the data potential around payments provides BigTech firms with a new 

dimension over which they may observe consumer behaviour, which is at the core of these 

firms’ monetisation strategies. However, according to the announcements made by some of 

these firms, it is evident that broader envelopment of the ecosystem is envisaged in future.  

62. If the broader participation of BigTech firms in banking services follows the disruption path 

executed in other sectors of the economy, then there is the potential for these firms to follow 

a path towards market domination and platform envelopment due to the larger data 

advantages these firms have as compared to traditional banks (Jones & Ozcan, 2021). It 

appears that at the very least Alphabet (Google) appears to be headed in this direction given 
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the firm’s intention to launch current accounts, the core platform of traditional banks over 

which services are bundled, in 2021. 

63. Thus, it seems apparent that BigTech firms, at least in principle, can compete directly with 

incumbent banks either by becoming banks themselves or by continuing to operate as a multi-

sided platform that focuses on the most profitable banking products and services. The 

incumbent banks can respond by either trying to match the offering of BigTech firms or by 

partnering with other banks and third parties, which is unlikely as it may be difficult for banks 

to match BigTech firms in bundling products and services over their platform. This is due to 

the dominant position of BigTech firms in non-financial products and services which will also 

be bundled with their financial offering, or the incumbent banks may seem to partner directly 

with the BigTech firms, which may reduce the profitability of the incumbent banks as the 

BigTech firms erode their margins (OECD, 2020). Figure 2 below presents these strategies 

alongside their predicted outcomes. 

Figure 2: Strategic outcomes of the potential strategies of traditional banks and BigTech 
firms 

 
Source: (OECD, 2020) 

64. Initially, the entry of BigTech firms into financial services was likely to lead to an expansion in 

the bankable population and a reduction in the margins of incumbents as competition 

increases. However, in the long-run and depending on the extent of the entry by BigTech 

firms, these firms may either envelope the financial sector, or appropriate the profits of the 

incumbents by monopolising the interface with consumers or providing key services (OECD, 

2020). 

65. Under each of these scenarios, there is a heightened systemic risk in the financial services 

industry as BigTech firms become increasingly pervasive in the financial system and 

essentially become too big to fail. While regulatory oversight may prove sufficient if BigTech 
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firms choose to become banks themselves and are, thus, subjugate to existing banking 

regulations, this is not the case for the other potential future strategies of these firms and there 

is a strong incentive to avoid costly regulation. Partnerships with incumbents at various levels 

of the value chain and gatekeeping the customer interface, while remaining unencumbered 

by regulatory oversight, introduces systemic risk into the financial system due to their 

interconnectedness with the system (Crisanto et al., 2021). 

66. Furthermore, asymmetries in the regulation of incumbent institutions and BigTech firms can 

have a significant impact on the type of competition that will materialise between these firms 

in the future. If regulation is designed in such a way as to ensure that there is a level playing 

field between BigTech firms and incumbent financial institutions, then there is a higher 

likelihood that these firms will engage in head-to-head competition. However, if incumbents 

are more strictly regulated compared to BigTech firms, for instance, if the same regulatory 

leeway provided to Fintechs to encourage their entry and participation is provided to BigTech 

firms, it will result in an initial increase in competition but with a long-term risk of 

monopolisation or gatekeeping by BigTech firms (OECD, 2020). As such, it is recommended 

that a bespoke policy approach be developed for BigTech firms separate from the approach 

applied to Fintechs more generally (Crisanto et al., 2021). 

3.6.1. Experiences of Bigtech and Fintech in other countries 

67. China is a prime example of the significant impact that the fintech sector and especially 

BigTech firms can have on the banking sector. The Chinese mobile-based connectivity 

ecosystem and regulatory framework that is conducive for innovation has provided scope for 

the large tech companies to increase their market shares in terms of customer base. For 

instance, Alibaba, which is China’s largest e-commerce company introduced Alipay in 2003 

as a third-party online payment platform. Alipay has been an integral part of Alibaba’s success 

which currently offers a bouquet of services including payments, wealth management, 

lending, insurance, and credit scoring services. Another tech giant, namely, Tencent (which 

owns the social network app WeChat) is used to make payments (both online and in physical 

stores and to settle utility bills). It is estimated that the two Chinese tech firms account for over 

90% of the market (Yu and Shen: 2015; OECD, 2020). 

68. In China, most Fintechs are affiliated with Chinese BigTech firms, and all the products and 

services previously supplied by traditional banks are offered within the ecosystem of the 

BigTech firms, as demonstrated in the figure below. As such, it is apparent that China already 

exists in a banking landscape characterised by dominant BigTech firms.  
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69. However, it appears that China’s banking and market regulators have recently intensified 

supervision of these BigTech firms. Late in December last year the People’s Bank of China 

imposed certain requirements on Ant Financial, such as improving trading transparency: 

refraining from unfair competition; complying with laws, regulations, and licensing regimes for 

their personal credit reporting business; protecting the privacy of personal data; improving 

corporate governance; complying with the regulatory requirements for lending, insurance, 

wealth management, and securities; and creating a holding company for financial services 

that implements the regulatory requirements for capital adequacy and compliance with related 

party transactions. These impositions followed changes in the competition framework for 

internet companies in China to curtail the monopolistic behaviour of BigTechs and protect 

consumers. Furthermore, the People’s Bank of China imposes a stringent 100% reserve 

requirement for customers’ balances held in payment institutions that are not banks, such as 

AliPay and WeChat Pay (Restoy, 2021). 

Figure 3: Fintechs contained within the broader ecosystems of Chinese BigTech firms 

Source: (Jones, & Ozcan, 2021) 
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70. In India the introduction of Unified Payments Interface (UPI) has included the exponential 

increase in online payment adoption and redefined customer sentiment (Deloitte, 2021). The 

development of the “India Stack” – a set of APIs, open standards, and components of 

infrastructure necessary to allow customers to obtain a range of digital services – has 

facilitated the high rates of penetration. There have been some concerns raised that while 

interoperability has facilitated entry into UPI system, the inherent network scale advantages 

of BigTech firms could allow them to acquire a dominant position in the market. As such, 

regulators stipulate that in order to participate in the Stack, entrants are subject to regulatory 

oversight or their services must be linked through a regulated bank. A special category of 

banking license was introduced called the “payments bank” license with fewer regulatory 

requirements and a limit on the types of services that can be provided (IMF, 2021). 

3.6.2. Regulation of Bigtech in South Africa 

71. Currently, the BigTechs have had limited activities in Open Banking in South Africa. 

Notwithstanding, regulators must be proactive in anticipation of potential entry. An imminent 

question pertains to whether BigTech firms may fall within the South African regulatory 

framework or not. If currently Apple and Facebook offer limited services in South Africa, e.g., 

loading credit card in the phone and tap with the phone, regulation may not be necessary but 

when they become registered, a pre-emptive decision must be made regarding what governs 

their involvement in the South African financial market, if registration will be compulsory. For 

example, it may become necessary to develop a bespoke set of regulatory requirements for 

BigTech firms distinct from the permissive environment provided to independent start-ups, or 

clear limitations on the degree of unregulated penetration permissible by BigTech firms to 

ensure that these firms do not expose the financial system to systemic risks. 
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4. CONCLUSION 

72. This research examined the approaches to Open Banking adopted globally. Considering 

experiences in other jurisdictions, the research explored whether a market-led, or regulatory-

led approach may be adopted in South Africa. We found that the key pillars that have a bearing 

on Open Banking implementation include: the type of data involved, data ownership, payment 

for data, opening of APIs and data privacy and security. As such, for Open Banking 

implementation to be a success in South Africa regulatory guidance is needed on these 

aspects. Furthermore, international experiences also show that whichever approach is 

pursued in South Africa, i.e., whether a market-led, or regulatory-led approach, relevant 

regulators including the Information Regulator must provide direction on the main pillars of 

Open Banking identified. This is where multi-stakeholder forums such as the IFWG which 

includes the Commission can serve a useful purpose of advancing discourse in this field.  

73. The phenomenon of data ownership is of paramount importance in Open Banking. Banks 

have historically served as custodians of customer data. However, over the last few years, a 

paradigm shift globally has seen customers take ownership and consent of handling of their 

data to institutions of their choice. In South Africa, the research has pointed to shortcomings 

in the current regulatory framework especially the provisions PoPI Act in so far as they relate 

to who owns the data. Therefore, clarity on data ownership must be prioritised and speedily 

addressed by regulators in order to guide industry on what is permissible when Open Banking 

is implemented.  

74. Data sharing can sometimes involve costs that may effectively be borne by data holders when 

providing access to other market players. From a competition perspective, concerns have 

been raised that the incumbents may engage in conduct that may harm competition such as 

excessive pricing. To address these concerns, regulatory guidance is also required to clarify 

on what grounds can compensation be permitted to access data. This is to ensure that 

compensation for data access does not create a barrier and thereby restrict competition. The 

question on whether to implement open APIs in the financial sector must further be addressed. 

This is to provide industry with a clear direction on an appropriate API framework for South 

Africa. Lessons can be drawn from jurisdictions that have already developed APIs for the 

financial sector to make Open Banking possible.  

75. Another key feature of Open Banking explored in this research pertains to data privacy and 

security. Notwithstanding the regulatory framework which empowers consumers to give 
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consent in order for their personal data to be shared, data privacy and security considerations 

may pose difficulties to compel dominant players such as the larger banks to provide data 

access to SMEs (i.e., Fintechs). In the context of Open Banking, targeted legislation on data 

privacy and security may be necessary establish acceptable data privacy and security 

standards. Therefore, supervision is required on how data can be shared without 

compromising data privacy and security. 

76. This research has also observed that while not yet an imminent threat, the Open Banking 

initiative does invite the entry of BigTech firms and not just Fintech start-ups into the financial 

system, which, while increasing competition and the penetration of financial services in the 

short run, may create a long-term risk of monopolisation or gatekeeping by BigTech firms. 

Furthermore, as BigTech firms become more pervasive in the financial system without 

regulatory oversight, systemic risk in the system will likely escalate. A pre-emptive decision 

must be made regarding their involvement in the South African financial market if registration 

will be compulsory. For example, it may be necessary that bespoke regulation be developed 

for BigTech firms with limitations on the allowable penetration by these firms into the financial 

system before systemic risk exposure requires regulatory oversight. 
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5. APPENDIX 

5.2 Types of data 

77. Banks and financial institutions have traditionally been the primary holders of consumer 

financial data and access to this data has consequently been controlled by these banks and 

subject to substantial regulatory oversight. The types of data that these financial institutions 

typically keep broadly consist of data in the following three broad categories: customer data, 

transaction data, and value-added customer data. Customer data is information provided 

directly to the bank, such as employment information and tax filings; transaction data includes 

records of payments, withdrawals and other account activities; and value-added customer 

data is the data generated by banks and financial institutions to gain specific insights on a 

consumer, such as credit scores (FDTANA, 2019). 

78. Increasingly, customer data in the financial sector has grown to include real-time electronic 

data without the traditional barrier of banking and financial institutions that have strong 

regulatory oversight (WEF, 2018). This customer data varies in terms of the data type, how 

the data is collected and how the data is used. Figure 4 below describes and compares 

traditional and emerging types of customer data that may be used in the financial sector. 

Figure 4: Traditional and emerging forms of customer data used by financial firms 

 

Source: (WEF, 2018) 
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79. The way data is collected or created demonstrate how different stakeholders contribute to 

data co-creation (OECD, 2019b). Customer data can be volunteered by the customer, 

observed in terms of the behaviour displayed by the customer, derived by the firm, or acquired 

from third parties (WEF, 2018). 

16.1 Volunteered data is when the customer explicitly shares information with the firm 

about themselves or others, 

16.2 Observed data is created by the firm where the activities of the customer are 

captured and recorded, 

16.3 Derived data is created by the firm using data analytics, such as data that is 

created mechanically using simple reasoning and basic mathematics to detect patterns, 

and; 

16.4 Acquired data is either purchased from third parties on a commercial basis using 

commercial licensing contracts or on a non-commercial basis such as through open 

government initiatives (OECD, 2019b).  

80. The way that the data will be used also has implications for how it can be shared. Customer 

data may simply be used internally by the firm for core business processes, to improve 

products and services, managing risk and marketing; or it may be shared with third parties. 

Specific data may be used for one or multiple purposes, both internally and with the third 

parties for monetisation or otherwise, and some data uses are mandated by law, for example, 

to prevent fraud (WEF, 2018). 

81. Figure 5 below provides a useful overview of the different sources data that may be used in 

financial services, where they are collected from and how they may be used by firms. 
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Figure 5: Data and financial services 

 

Source: (Hasan et al., 2020)  

When it comes to the way data access is conducted, there are two additional considerations; 

namely, the degree of identifiability (when it comes to personal data), which dictates the degree 

to which the data may be made openly available and the legal and technical protections that may 

be required, and the domain of the data, which dictates the legal rights that may apply to the data 

and reflect stakeholder interest (OECD, 2019b). 

82. The degree of identifiability of the data can be distinguished into five categories (OECD, 

2019b): 

82.1. Identified data can explicitly be linked to a specific person, because the 

information contained in the data is personally identifiable, 

82.2. Pseudonymised data is when the personal identifiers of the data have been 

substituted with aliases that cannot be reasonably reversed except by the person that 

assigned the aliases, 

82.3. Unlinked pseudonymised data is when the personal identifiers of the data have 

been erased or substituted with aliases that even the party assigning the aliases cannot 

reverse, 
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82.4. Anonymised data is where the data and subject are unlinked and the attributes 

have been changed, so that there is reasonable confidence that a specific individual 

cannot be identified directly or indirectly with the data or in combination with other data, 

and 

82.5. Aggregated data does not include data entries at the individual level and is 

instead combined with information with enough other individuals that individual-specific 

identifiers cannot be discerned. 

83. There are three domains of data, which may overlap when reflecting different stakeholder 

interests (OECD, 2019b): 

83.1. Personal domain refers to data that is related to an identified or identifiable 

individual that has a privacy interest in the data, 

83.2. Private domain refers to proprietary data that is protected by intellectual property 

rights or access control rights and where there is an economic incentive to withhold 

access to others, and 

83.3. Public domain refers to data that is not protected by intellectual property rights or 

access control rights, and the data is free for access and re-use. 

84. Overlapping domains may occur in instances when the data is generated, created, collected, 

processed, preserved, maintained, or disseminated by the private sector, but is funded by the 

public sector. In this instance, there is both a private interest and public interest in the data, 

which may create a conflict in interests as public sector data typically lies in the public domain, 

whereas privately produced data typically lies in the private domain (OECD, 2019b). 
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